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Why sandboxing matters

Security and privacy

Application developer experience

Application distribution

OS definition

OS user experience



  

Design principles

Avoid contracts

It doesn't have to look like security

Privacy not security

Real-time feedback

Audit and revocation

Temporary / one-time access



  

Key design elements

Sharing

Content selection

System authorisation

Real-time feedback

Audit and revocation



  

Sharing



  



  



  

Content Selection



  



  



  



  



  

System authorisation

3G

Camera

Content (Documents, Music, Pictures, Videos, ...)

Data (Contacts, Calendar)

Location

Microphone



  



  



  



  

Real-time feedback



  



  



  

Audit and revocation



  



  



  



  

Thank you!



  

wiki.gnome.org/Design/Whiteboards/ApplicationSandboxing
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