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Why sandboxing matters

Security and privacy
Application developer experience
Application distribution

OS definition

OS user experience



Design principles

Avoid contracts

It doesn’t have to look like security
Privacy not security

Real-time feedback

Audit and revocation

Temporary / one-time access



Key design elements

Sharing

Content selection
System authorisation
Real-time feedback

Audit and revocation



Sharing



TP TNy S




f

Facebook

L ©

Bluetooth Wallpaper




Content Selection



Vet

Select Iltems
Recart

i

CEEESETERNTEATEiEEEEE

Friday Show Over Two order,pdf expenses.xls
Lines

JEM

Project Plan Morning Grass Global Synergy
Procurement

’n-z ﬂ.

Applications




Select ltems
Recent

Project Flan

Documents

i

CEEESETERNTEATEiEEEEE

expenses.xls

N

Applications




Select Items
Recent Files

Select

Recent
W Starred
™ Home
) Documents
< Downloads
dd Music

21 Pictures

H videos

ﬂ throw the ball.avi

summer_mix.ogg

Master Plan.odt

- morning-grass.jpg

RN

expenses. xls

conference plan.odt

comedy hour.ogg

schedule.odt

shep.jpg

car hire.p




3 Selected v
Recent

Select

(® Recent . ﬂ throw the ball.avi

* Starred
M Home
[ Documents

< Downloads

dd Music

21 Pictures

RN

H videos

summer_mix.ogg

Master Plan.odt

morning-grass.jpg

expenses. xls

conference plan.odt

comedy hour.ogg

schedule.odt

shep.jpg

car hire.p




System authorisation

3G

Camera

Content (Documents, Music, Pictures, Videos, ...)
Data (Contacts, Calendar)
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Microphone



Turn On Camera?

Firefox wants to use your camera and
microphone.

(¥ Don't ask for this application again

Cancel Turn On




Location Access

Firefox wants to know where you are. Turning on GPS and Wi-Fi
will provide more accurate location information
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(] Give Firefox location data in the future

Don't Allow




Access Request

Angry Birds is requesting access to your
content.
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Real-time feedback
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Audit and revocation



Privacy

Privacy controls allow you to decide which applications can access
your data and hardware.
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Location services allow applications to determine your
geographical position.

Location Services

GPS and Wi-Fi increase the accuracy of location positioning.

Applications

Videos
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| Contacts access allows applications to view your contacts.

Contacts Access

Videos




Thank you!



wiki.gnome.org/Design/Whiteboards/ApplicationSandboxing
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